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ABSTRACT

The browser is utilized to render web pages in programs that perform tasks such as data extraction, format conversion,
and development testing on web pages. Online services that utilize browsers can cause security issues if browser information
is exposed or used in an unsafe manner. This paper presents security requirements for the safe use of browsers and explains
the security threats that arise if these requirements are not met. Through evaluation, the security verification of commercial
web applications is conducted, and the vulnerabilities that allow browsers to be exploited as attack tools are analyzed.
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Table 2. Applications vulnerable due to inadequate filtering of user-supplied and subresource URLs for
server-side request vulnerabilities. (*: Access by poor configuration of the admin module)
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IPs are allowed, the APl URL can be utilized for
internal scanning.

4411 Wave Al
Wavet dslolxle] 9 A24E Bl =7

=, wa Qsjo])e] URLE o vt} 3
| Fa2 A 2UEE gse]z]e] URLE A

T3 Az, xue] dA A ARz =EE 9
AR =F2 5 7HA| Al el o) At

P

A, Wavews An]athid s1l|o]1#]¢] URLeA
) Fas FEEEA ok 127.0.0.19] F
=] 4+ localhost, Ivh.me, localtest.me,
127.0.0.1.xi0.i0 522 Al #&o] 7}53lc}.
Bo| M Algsls [P, =del zely o oA 23S
BB EFAA FEHel| gsjof AR
Wavet localtest. me® E3Hs}#] g},

A, W 249 Bk dAe] mE3lcl. Wave
© Apache A ex S2EEw o] xre= A
W AHE 2UEHT 5 gl T 2Ee] 43)E
o] glt}. o] T EL s|uAoz A A oA
o] At FLate FE Aol AAo] AL gle
o, ol AW Wl IRt AEE ¢ %Ei &17]
QQgholct. o] AL T A A
o EE|A =] A 7?’0‘ = —’é‘—% ] aEEA] o
ok e mEY AL
8Ao= s My Xéiﬂ %’ﬂu}

SRR
&l

4412 A App Al

A Appi UslolA1E olvlA] mE PDFE g
FE e AR AT Y Foz A
Fah Aulsa 5ol e] URLAA shel 2z
£33 WY 1PE BHYa S AP 7
sith #dd Z2EF URLS A3 SSRF 242
= A4 Aush A A4 gl xFEslT, T
W 23 Fa) YA 7] EselAt ez E g

A mEls Yslol4e] URLE 4% A,
Wavest $all 94m %l mES] nak 44o]
CIFA e A ) AnE Fal e o
A
)} 58Ee e 4 ANAEE SSREW Aok
A Appel 93] & 44 Aur} B Al s
Feh o) ek Afaz ojod & 3o

olr

442 Me £ 221X 3Zof F[ef

Aujad) g Aso]#]¢] URLL Fe AR, A
Bejare] URLY HEHA W oE=Aeld
o] 3/NE velytt. o] F 237 PH An|~E A
i’f‘?}i Browshotg AlBz] 422 URLeAE U

PE &3, o]% 3 A Arr} =55



702 Arl & BebsA S 83 AulaEe] Bk 93 A 2 oA AF

td ¥

o}, B A4 Nginxs IA8E AHg3= of
gAlold F A Arr} wE3F g At
My & BeleA FAL2 Ml 7so] AR A
ohg-sle] 2t AamF ES AlslA
i [PE Al 9e AHElis URLS
g Bl Ao ® e

2|42 URLeA HEe|®e] vF3t PDF249}
Fokgt neloz] 49 B AppS AtElE Andic)

_ll}(v
1+
ACH
o
N
fj

oot TR
| 2 -
=
—z
Y
R
fu
L:o

4421 PDF24 Al

PDF24% «l#o1x5 PDFZ W3l F&= 7|5
o= o} F3¢ IFIdE& PDFE WH3ksAY
PDF s}<l 7t ¥g 5 tfefst PDF =75 A3t
t}. Tranco ¢4 15,0839 ¢x|3l= Q7] A}
olEqle| = Esta Wi IPE FEsta gle
W 2lel] A4% wel giAw v

Au|~thab glsf|o]x] URLI} ABe4x URLel
A - IPE 34t #A9H-S SSRF 343 A
W S BelexA 3AS sbeshAl gl Au|adiab
Pflo]ze] URLS MW mUERE  s1eo]#]¢]
URLEZ z=#38H= SSRF #4°o% Au AH¥rsb 4
Z%¥ch. SSRE 3748 lo]#] ol EF®nl ohz}
APIE EdA %= 73t Xurlfind3r &F&8 <
Ak P70 APIE o|vlA], S92~ ¥4 5 thekst
d #3<S PDFE W F= 7152 ATdch
APT®] SSRF #oF42 Wi dHolels F&EA171+=
AW olel Aw & BeleA FACE ofgd
T otk FAA R MW S HElgAE o] &a] ke
oz APIE ZEshe ZlraqEE gaqu
A& wZAZ 5 9ek AW 5 B
A Al MHE| s w2 %}01 54

B AN E AT 5 ook

PDF245 3 2E3l= Apache iAWY 38 =
B 22 AW aAvhS &8sk 78 Hek A
S 7P giok 2 AellA FAsh= PDF24+=
Au| Ak €lso)x]e] URLS A4~ URLel
A R IPE Fgste HES A gled.
SSRF #43 Aw & Beker] FASRE A 4
g ARE PDFE :=Z3r}.

PDF24+= MW = Hepex= 24 wd 1209
dgla 2E5S AR AEHQ] WA gidelE
2 HEbeA zpAe] kel dulsta AR, Wi
IP AE|Helle 43| st

“
m

4422 B App A

B Appe WolelAE 237 AT Aulag

TR 4% 43 1) A¥ % 23 URL o

L 2) o AR A Bk, 3) BEeA

2749] PgAelA FARo] Vet

A, AW % 24% el URLOIA iy
[e]

(LA
ol
olN

N, ot

IPE X5ts}r] o=t E3], A]HElis URLeA
O ZRe IR Audelr] o AW AR ARI}
rZEc}

=4, Apache ] ZES] 7|E Hol HAAo=Z
alsl, #kst B Appol 9AHS e HRE =&
gl o]= Apached MW E Z83= Wavest
PDF24°] #AA= Fd3ich,
Ar A = Balexr) 9 Hel e F4
A ke Al Ak OIMD} R A 2Ty Ey
iframed] vepd F2~ ZrQl FElZe] 3T

S

-

=

=

T e, ol AH & E}—rﬂ«l Bt 7]%50]
v A skE o17] weelth. ®Bal 7159 Al A=
Az~ Tyel ZE=2E 72 Fetch APIY A
FA9 AnEw #d 5 ggit}. iframe ol

ehd A4 sjelst A Ani BekeAe] ge
ek £ Q3 FAA AN AN e
9 mek AL F5aA s AW E BeleAs)
g IPE S 8she ekl A 2 peled B

Ag AF5ap sjel, v Azwle] 2 $130] e},

41}1' JlN

4.5 L5 Riglo| HRE 2ot M

—S—EEﬂ ]é_ 7oA L7t =& Apached}
2702 SSB lEE Aol & 50%5 %
Eal) '}i ql ] S A E vebdet e A
o4 F28lE SSB elEE]AlolA F Fokst ofEE
Aol 1170e]aL, o] F 7707} Apache S141H el
Al Z2"E gl W IPE F83sk= 9709
SSB elEeAleldS B3l Aze] dxMmE A
A3, Apache= 67§ F 570, Nginx= 30 & 1
N7E mEEE ApA Bl Aoz qls] A HRro)
—I—EE]%]\E]'

W AR o AREARe] HEoRNE HSE
ofof 3}, FLE|A] & Ul ofEE|A e]Adel o3l
ofgsElolA® qF Hrh iR Apde] ZE Helk BiA
+ AAs] S8 YA e dee]xe URLE
Holz=2 AH&3cl. Apache®t Nginx UAHE



AR R 533 =FA] (2024, 8) 703

<ifm0dule mod_status.c>
<Location /server-status=
SetHandler server-status

Require local
<fLocation=
</IfModule>

Fig. 5. Access control for Apache’s server-status
path with default settings.
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Fig. 6. User browser on the URLScan.io platform that exposed the file contents.
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